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 Android4.4到Android7.0，SELinux策略的构建流程是将所有的策略（平台和非平台）合并在一起，最后将合并生成的文件统一放在root目录下（即boot.img）。但这种方式有悖于Android 8.0的预定设计目标；Android8.0设计的初衷是允许合作方可以独立的更新他们自有的策略，即在Android8.0之后Google允许合作方将自有的策略部分与系统原有的进行分离，如合作
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 Android O 8.0 selinux特性 Google介绍文档，帮助学习最新selinux规则
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 Android8.0 sepolicy权限新特性介绍，sepolicy权限再Android8.0上面新的变化
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 本工具支持Windows下,解压/打包system.new.dat.br;system.new.dat;system.img;boot.img;recovery.img等多项功能！

版本：3.01

更新日志：

* 新增 反馈界面 (2018/3/20)
* 新增 APK/ZIP签名 (2018/3/20)
* 内置 文件对比器 (2018/3/20)
* 新增 解压ramdisk.gz (2
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 详细介绍selinux 语法规则，作为开发手册，随时查看，挺使用的。



 SELinux_Treble.pdf (Android8.0 sepolicy权限新特性，权限配置指导)
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 详细介绍了Android8.0 sepolicy权限新特性，sepolicy权限在Android8.0上面新的变化，指导开发者对Android8.0 sepolicy权限进行配置
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 《SELinu详解》讲解了关于SELinux的重点知识内容，部分重点内容带有书签，这部分内容在SEAndroid中足够使用，学习这部分即可
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 主要讲述SELinux策略在AndroidO版本上发生的一些变化，



 SELinux for Android 8.0
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 The SELinux policy build flow for Android 4.4 through Android 7.0 merged all sepolicy fragments (platform and non-platform) then generated monolithic files in the root directory. However, this flow ..



 SELinux for Android 8.0 带书签.pdf
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 Android官方 《SELinux for Android 8.0》文档，主要描述了SELinux策略在Android O版本上发生的一些变化，在Android O版本上，SELinux的客制化设计支持SELinux策略的模块化和可更新性。其设计目标是为了芯片厂商和...
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 For Android O we maybe use treble to upgrade the build . So we must be familar with the Selinux and HIDL and some system image split.



 使用SEAndroid进行Android *安全性自定义
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 SEAndroid是指适用于Android的安全增强功能，这是一种适用于Android的安全解决方案，可识别并解决关键漏洞。
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 与iOS相比，Android最被人诟病的是其流畅性和安全性。然而，从4.0开始，Android不遗余力地改善其流畅性。特别是在即将发布的L版本中，用ART替换了Dalvik，相信会越来越流畅。至于安全性，Android也没有遗忘。从4.3开始，Android引入了一套基于SELinux的安全机制，称为SEAndroid，来加强系统安全性。接下来我们就对SEAndroid进行简要介绍和制定学习计划。



 深入理解SEAndroid.pdf
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 SEAndroid 是 Google 在 Android 4.4 上正式推出的一套以 SELinux 为基础于核心的系统
安全机制。而 SELinux 则是由美国 NSA(国安局)和一些公司(RedHat、Tresys)设计的一
个针对 Linux 的安全加强系统。
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 git.diff 文件，包含功能实现的所有提交。...包含：编写控制GPIO脚本，内置到系统，在rc中创建运行脚本的服务，通过系统属性触发，添加selinux权限。 自行编写AndroidStudio Demo 更改系统属性 即可触发脚本，上拉GPIO
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 a64_android/lichee/brandy/u-boot-2014.07/arch/arm/cpu/armv7/sun50iw1p1/nand/libnand.o /home/wwt/a64/bpi_a64_android/lichee/brandy/u-boot-2014.07/sunxi_spl/sbrom/flash/libflash.o /home/wwt/a64/bpi_a64_



 bxxt:Android BOOT.IMGSELINUX工具
 浏览：86
 
 它目前可以处理boot.img的解包打包，以及selinux临时及动态修改。繁琐的步骤以及脚本。 首先，请确保下载了当前目录下的bxxt推bxxt手机上且加上了可以调用权限 截屏 开机启动 实际上，你只需要这一条命令 bxxt boot ...
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 xvideos安装包android
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 将OPPO官网下载的ozip格式刷机包转成zip格式的刷机包，方便第三方rec刷入，亲测好用，严重鄙视某些论坛和厂商出的工具 这点东西还收费，目前已整理工具并打包，设置0积分下载，有用点个关注和支持，感谢！！
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 面具magisk开启root，雷电模拟器上模拟真机环境。该压缩包，包括了模拟器（雷电模拟器9.exe），面具，RE管理器（Root_Explorer-v4.10.3-by_Alphaeva.apk），机型模组（iPhone12机型模块_magisk，LSPosed-v1.8.6-6909-zygisk-release，OPPOR9s机型模块_magisk，OXF-AN00机型模块_magisk，S
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 适用于某音27.8版本64位的libsscronet.so
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 浏览：130
 
 软件介绍
微信抢红包神器自动抢最佳软件分享给大家，该软件设置方法非常简单，支持后台挂机运行，锁屏息屏也不怕，24小时全自动抢微信红包，让你一秒变身抢红包达人。

软件特点
1、红包信息，红包信息是用户，商家或者企业提供，说声谢谢，祝福，就可以轻松领取
2、企业红包，企业红包是企业发布自己新产品，展示自己的品牌奖赏给用户的红包，红包就是信息
3、系统红包，系统红包是官方每天自动发给用户，按照时间算法



 大麦抢票助手APP(安卓版)
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 当前在大麦APP上抢演唱会门票非常难抢到，故开发了一款抢票辅助的APP，用kotlin语言开发的，现将源码传上来，仅供学习使用（内含编译好的apk）
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 安卓 JAVA  原生系统  开发     前端  后端   带安装教程   有能力的可以二开  
支持礼物   一对一视频聊天   文字收金币 



 小红书Android端用例设计
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 本资源为小红书Android端用例设计：
1.所设计的测试用例基于小红书首页，其测试用例中有基本的测试用例设计逻辑和思维；
2.下载本资源的小伙伴还请秉承学习与找到遗漏用例的态度进行阅读；
3.本资源所设计的用例所涉及的方面并非特别全面，只是基于大部分的内容进行了合理的用例设计；
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 Xposed framework SDK
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The SELinux Notebook
0. Notebook Information
0.1 Copyright Information
Copyright © 2014 Richard Haines.
Permission is granted to copy, distribute and/or modify this document under the terms 
of the GNU Free Documentation License, Version 1.3 or any later version published 
by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, 
and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNUFree Documentation 
License".
The scripts and source code in this Notebook are covered by the GNU General Public 
License. The scripts and code are free source: you can redistribute it and/or modify it 
under the terms of the GNU General Public License as published by the Free Software 
Foundation, either version 3 of the License, or any later version.
These are distributed in the hope that they will be useful in researching SELinux, but 
WITHOUT   ANY   WARRANTY;   without   even   the   implied   warranty   of 
MERCHANTABILITY   or   FITNESS   FOR   A   PARTICULAR   PURPOSE.   See   the 
GNU General Public License for more details.
You should have received a copy of the GNU General Public License along with 
scripts and source code. If not, see <http://www.gnu.org/licenses/>.
0.2 Revision History
Edition
Date Changes
1.0 20
th
 Nov '09 First released.
2.0 8
th
 May '10 Second release.
3.0 2
nd
 September '12 Third release.
4.0 30
th
 September '14 Fourth release.
0.3 Acknowledgements
Logo designed by Máirín Duffy
0.4 Abbreviations
AV Access Vector
AVC Access Vector Cache
BLP Bell-La Padula
CC Common Criteria
CIL Common Intermediate Language
CMW Compartmented Mode Workstation
DAC Discretionary Access Control
Page 2












The SELinux Notebook
F-20 Fedora 20
FLASK Flux Advanced Security Kernel
Fluke
Flux µ-kernel Environment
Flux The Flux Research Group (http://www.cs.utah.edu/flux/)
ID Identification
LSM Linux Security Module
LAPP Linux, Apache, PostgreSQL, PHP / Perl / Python
LSPP Labeled Security Protection Profile
MAC Mandatory Access Control
MCS Multi-Category Security
MLS Multi-Level Security
NSA National Security Agency
OM Object Manager
OTA over the air
PAM Pluggable Authentication Module
RBAC Role-based Access Control
rpm Red Hat Package Manager
SELinux Security Enhanced Linux
SID Security Identifier
SMACK
Simplified Mandatory Access Control Kernel
SUID Super-user Identifier
TE Type Enforcement
UID User Identifier
XACE X (windows) Access Control Extension
0.5 Terminology
These give a brief introduction to the major components that form the core SELinux 
infrastructure.
Term Description
Access Vector 
(AV)
A bit map representing a  set of permissions (such as  open, 
read, write).
Access Vector 
Cache (AVC)
A   component   that   stores   access   decisions   made   by   the 
SELinux  Security   Server  for   subsequent   use   by  Object 
Managers.   This   allows   previous   decisions   to   be   retrieved 
without the overhead of re-computation.
Within the core SELinux services there are two Access Vector 
Caches:
1. A kernel AVC that caches decisions by the  Security 
Server on behalf of kernel based object managers.
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Term Description
2. A userspace AVC built into libselinux that caches 
decisions   when   SELinux-aware   applications   use 
avc_open(3)  with  avc_has_perm(3)  or 
avc_has_perm_noaudit(3)  function calls. This 
will save kernel calls after the first decision has been 
made.
Domain For SELinux this consists of one or more processes associated 
to   the   type   component   of   a  Security   Context.  Type 
Enforcement  rules   declared   in   Policy   describe   how   the 
domain will interact with objects (see Object Class).
Linux Security 
Module (LSM)
A   framework   that   provides   hooks   into   kernel   components 
(such as disk and network  services)  that can  be utilised by 
security   modules   (e.g.   SELinux   and   SMACK)   to   perform 
access control checks.
Currently only one LSM module can be loaded, however work 
is in progress to stack multiple modules).
Mandatory 
Access Control
An access control mechanisim enforced by the system. This 
can   be   achieved   by   'hard-wiring'  the   operating   system   and 
applications (the bad old days - well good for some) or via a 
policy that conforms to a  Policy. Examples of policy based 
MAC are SELinux and SMACK.
Multi-Level 
Security (MLS)
Based   on   the   Bell-La   &   Padula   model   (BLP)   for 
confidentiality  in  that  (for example)  a process  running  at  a 
'Confidential' level can read / write at their current level but 
only read down levels or write up levels. While still used in 
this way, it  is more commonly used for application separation 
utilising the Multi-Category Security variant.
Object Class Describes a resource such as files, sockets or services.
Each 'class' has relevant permissions associated to it such as 
read,  write or export. This allows access to be enforced on the 
instantiated object by their Object Manager. 
Object Manager Userspace and kernel components that are responsible for the 
labeling, management (e.g. creation, access, destruction)  and 
enforcement   of   the   objects   under   their   control.  Object 
Managers  call   the  Security   Server  for  an  access  decision 
based on a source and target  Security Context  (or  SID), an 
Object Class and a set of permissions (or AVs). The Security 
Server will base its decision on whether the currently loaded 
Policy will allow or deny access.
An  Object Manager  may also call the   Security Server  to 
compute a new Security Context or SID for an object.
Policy A  set  of   rules  determining  access   rights.  In  SELinux   these 
rules are generally written in a kernel policy language using 
either  m4(1)  macro  support  (e.g.  Reference  Policy)  or  the 
new CIL language. The Policy is then compiled into a binary 
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Term Description
format for loading into the Security Server.
Role Based 
Access Control
SELinux users are associated to one or more roles, each role 
may then be associated to one or more Domain types.
Security Server A sub-system in the Linux kernel that makes access decisions 
and computes security contexts based on Policy  on behalf of 
SELinux-aware applications and Object Managers.
The  Security Server  does not enforce a decision, it merely 
states whether the operation is allowed or not according to the 
Policy.   It   is   the   SELinux-aware   application   or  Object 
Manager responsibility to enforce the decision.
Security Context An SELinux Security Context is a variable length string that 
consists   of   the   following   mandatory   components 
user:role:type and an optional [:range] component.
Generally   abbreviated   to   'context',   and   sometimes   called   a 
'label'.
Security 
Identifier (SID)
SIDs are unique opaque integer values mapped by the kernel 
Security Server and userspace AVC that represent a Security 
Context.
The SIDs generated by the kernel Security Server   are  u32 
values that are  passed via the Linux Security Module hooks 
to/from the kernel Object Managers.
Type 
Enforcement
SELinux makes use of  a  specific style of type enforcement 
(TE) to enforce Mandatory Access Control. This is where all 
subjects and objects have a type identifier associated to them 
that can then be used to enforce rules laid down by Policy.
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